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~ Firewall BB FQDN URLs & Port

« EAIEE - MiBFirewalfHEAMBECE - f#{FWorkload Security Agent #E
# M nternetiE 4 Z F5TrendMicro CloudOne A Vision One il & :

T3t ERISingapore &6l (HEEIHGFEZSREIIL)

» *workload.sg-1.cloudone.trendmicro.com:443
gateway-control.workload.sg-1.cloudone.trendmicro.com:443
gateway.workload.sg-1.cloudone.trendmicro.com:443

* xdr.trendmicro.com:443

* xbc.trendmicro.com:443

*.mgcp.trendmicro.com:443

*.manage.trendmicro.com:443
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ak5ih4ev105f2-ats.iot.us-east-1.amazonaws.com

> azrb5zzyvrkwb6-ats.iot.us-east-1.amazonaws.com
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https://cloudone.trendmicro.com/docs/workload-security/communication-ports-urls-ip
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=% FQDN URLs & Port

B A 3Z1&*.workload.<region>.cloudone.trendmicro.comt§z - & 1E
FOQDN{IE :

*workload.sg-1.cloudone.trendmicro.com
«agents.workload.sg-1.cloudone.trendmicro.com
«agents-001.workload.sg-1.cloudone.trendmicro.com
«agents-002.workload.sg-1.cloudone.trendmicro.com
«agents-003.workload.sg-1.cloudone.trendmicro.com
«agents-004.workload.sg-1.cloudone.trendmicro.com
«agents-005.workload.sg-1.cloudone.trendmicro.com
«agents-006.workload.sg-1.cloudone.trendmicro.com
«agents-007.workload.sg-1.cloudone.trendmicro.com
«agents-008.workload.sg-1.cloudone.trendmicro.com
«agents-009.workload.sg-1.cloudone.trendmicro.com
«agents-010.workload.sg-1.cloudone.trendmicro.com
-gateway.workload.sg-1.cloudone.trendmicro.com
-gateway-control.workload.sg-1.cloudone.trendmicro.com
xdr-resp-gw.workload.sg-1.cloudone.trendmicro.com
«dsmim.workload.sg-1.cloudone.trendmicro.com
relay.workload.sg-1.cloudone.trendmicro.com
«agent-comm.workload.sg-1.cloudone.trendmicro.com @ R



_ “MWorkload Security &

Trend Micro Vision One (XDR)

Z A TrendMicro Vision One console (ADMINISTRATION — Product Connector)

ADMINISTRATION sion One™ Security Dashboard

Single Sign-On
User Accounts

User Roles
NITH DETECTIONS Go to App

Product Connector  Techniques

Critical High Medi... Total ¥

Third-Party Integrati
ird-Party Integration 1.92) ) i 450 450

Alert Notifications 10.49) - 50 70

cal(192.168.... - - 59 59
Audit Logs

3.33) = = 39

Console Settings 3.108) _ i, 36

License Information 2.80) - - 29
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Trend MinO ViSiO'n One™  Pproduct Connector

Connect

Data

Product Connection status
center

Connected 2022-03-11 United
08:25:22 States

Connected 2022-03-11
11:23:02

MNetwork Sensor

© 2020 Trend Micro Inc.

G—) 2022-03-11 11:23 (UTC+08:00)

Identifier ©

app.deepsecurity.trendmicro.com
(870610754999)

N/A

A A

Description

- LIS

XDR Data Center: Sing

Action

Disconnect




1% Select Product : Workload Security

Connect Product

Product name:

Cloud One - Workload Security

Cloud App Security

Cloud One - Workload Security

Deep Discovery

Network Security

Deep Security Software

TippingPoint Security Management System

Trend Micro Web Security

© 2020 Trend Micro Inc.




ELEClick Generate enrollment tokenili 52§ R Ftoken

Connect Product

Product name:

Deep Security Software Connect Product

Enrollment token: Product name:

Click to generate the enrollment token. The token expires Cloud One - Workload Security
Automatically adds the product to the product list.

(@ The product has been added to the product list. Copy and paste the

Description: enrollment token to the connecting product's web console to complete

configuration.

Enrollment token:

eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzI1NiJ9.ey)jaWQiOiJkYTNhOD |

Description:

© 2020 Trend Micro Inc.




Z A Workload SecurityF#& - £ Administration > System Settings >E# Trend
Micro Vision One(XDR) > #iZRegistration Button

¢/ Trend Micro Cloud One™ » Workload Security v

Dashboard Actions Alerts

- 870610754999 v . - v Help v~

Workload Security Account Details | Workload Security User Properties | Help | l:! Support ~ | | Q Search documentation

Events & Reports  Computers  Policies | Administration

| £¥ System Settings

[(4 Scheduled Tasks
[[4 Event-Based Tasks
@} User Management
~ @ Updates
v a Security
[™ Rules
:E: Patterns
v @ Software
I Agent Version Control

B Local

@ Relay Management

System Settings

Agents Alerts Contexts Event Forwarding System Events Security Updates Smart Feedback Trend Micro Vision One (XDR) Managed Detec >

Registration

Enrollment status: Registered

Security Events Forwarding

Forward security events to Trend Micro Vision One

© 2020 Trend Micro Inc.



- EiABL EVision One LEUiG M Tokenii#iZRegister button.

Trend Micro Vision One Enrollment Token

Enroliment Token: @

ey)0eX AUV 10ILC thbGAOUSUZI TNUG. ey laWOiOUKYZUSO DA OC 1 ZGMwLTOIMTU Y)Y 1iZmi 2MDY
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tzr I- - .. - '--. - 'l- ' ---'- .-i-- .1 !F ‘ .Iu..'t L& .---“lh
E‘["l-i .. - -—- . - - '--- --'1_ -‘ A ---‘_.
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« EA7RTrend Micro Vision One 35 Ih

¢/ Trend Micro Cloud One™ » Workload Security v loudOne

Workload Security Account Details | Workload Security User Properties '?

Dashboard Actions  Alerts Events & Reports  Computers Policies =~ Administration

{3 System Settings System Settings

B4 Scheduled Tasks

Agents Alerts Contexts Event Forwarding System Events Security Updates Smart Feedbacl
A4 Event-Based Tasks

@b User Management Registration

Enrollment status: Registered
v @ Updates

n .
v g Security

™ Rules Security Events Forwarding

11 © 2020 Trend Micro Inc. ,’ FI!



« RA[ZESHEH]

‘A3ESecurity Events Forwarding > Save

¢/ Trend Micro Cloud One™ » Workload Security ~

- 870610754999 ~ ] . it Help ¥

Waorkload Security Account Details | Workload Security User Properties | (2) Help | {3 Support ~ | ‘ Q, Search documentation

Dashboard Actions Alerts Events & Reports Computers Policies Administration

o ER U System Settings

[ scheduled Tasks

Agents Alerts Contexts Event Forwarding
[E4 Event-Based Tasks

@b User Management Registration

Enrollment status: Registered
v @ Updates
v a Security
™ Rules Security Events Forwarding
:E: Patterns @ Forward security events to Trend Micro Vision One
v @ sSoftware
I Agent Version Control

E Local

& Relay Management

System Events Security Updates Smart Feedback Trend Micro Vision One (XDR) Managed Detec' L

Also Security Events forwarding check box will be enabled and ticked.

ERREaIUNEASH .
«Anti-Malware

*Web Reputation

Integrity Monitoring

*Log Inspection

Intrusion Prevention
Activity Monitoring

12 | © 2020 Trend Micro Inc.

Security Events Forwarding

3 Forward security events to Trend Micro Vision One

At this point Deep Security Manager is enrolled with Vision One for Detection modules events (IPS, IM, LI, WRS, AM).




13

B [Activity Monitoring]

ZPolicies > Activity Monitoring > General > On > Save

XAgent lRAMNEZED v20.0.0-168134E ShRA A BEZIE -

Policy: ActivitySensor

3 Overview
€ Anti-Malware

Web Reputation

|| © Activity Monitoring

€ Firewall
Intrusion Prevention

Integrity Monitoring

e O

Log Inspection
Application Control
M Interface Types
¥ Settings
x5

Overrides

General

Activity Monitoring

Activity Monitoring State: On =

Default (Off)

On

D.’:

@® on

RUAEF SR T EHEZEZVison One(XDR) :

Process activity
« File activity
« Network activity
« Connection activity
« Domain query activity
« Registry activity (Windows only)
« User account activity (Windows only)

© ZUZU Trend IVITCro Inc.



Trend MinD Vision One™  Pproduct Connector

Connect

Data
center

Product Connection status

Connected 2022-03-11 United
08:25:22 States

Connected 2022-03-11
11:23:02

Response Management Network Sensor
] Maobile Security
& Inventory Management
{2 Administration
Single Sign-0On

Third-Party Integration

Alert Motifications

14 © 2020 Trend Micro Inc.

E\jision One > Administation > Preduct Commector
18 Deep Security software ELRAREE (FR1E)

st FSE5TAk!

( 2022-03-1111:23 (UTC+08:000 A [ & MWENE

XDR Data Center: Singap
Identifier © Description Action

app.deepsecurity.trendmicro.com
(870610754999)

Disconnect

N/A

END
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